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Course 3 - Risk and Resilience Management – Module 1

The materials developed and produced by AWWA may not be reproducedor  

transmitted in anyform or by any means, electronic or mechanical, other than for

the purpose of delivering this training to AWWA customers, unless copyright  

permission has been granted by AWWA Education Services.
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1.1 Utility Risk and Resilience Certificate Program:

Notes:

Welcome to the third course of the American Water Works Association's Utility Risk and Resilience Certificate  
Program. Course 3, Risk and Resilience Management of Water and WastewaterSystems
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1.2 Disclaimer

1.3 Acknowledgements
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1.4 Acknowledgements
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1.5 Course 3 Purpose

Notes:

Course 3 consists of four modulesand will provide participants with an awareness-level understandingof the  
J100 Risk and Resilience Assessment methodology. This is an AWWA standard for conducting water and  
wastewaterutility Risk and Resilience Assessments.Course 3 will:

Show how J100 can be used to facilitate compliance withAWIA requirements

Help participantsunderstand the expected outputfrom a J100 risk and resilience assessment.

Share strategies for prioritizingriskmitigation measures.

Show how risk and resilience assessmentresultscaninformthe developmentof an Emergency Response  
Plan
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1.6 Utility Risk & Resilience

Notes:

This is the third in a series of courses for the AWWA Utility Risk and Resilience Certificate Program. As the  
slide illustrates, the Certificate Program isdesigned to help participants understandhow to build a Risk and  
Resilience strategy; and to assess, prepare for, and mitigate risks. This course will focus on the “assess”  
portion of theprocess.
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1.7 Agenda

Notes:

This graphic providessome perspective of where this course fits into the overall Risk and Resilience Certificate  
Program and shows the various Water Sector Voluntary, Consensus Standards that are available to help  utilities 
develop and implement Risk and Resilience strategies. This course will review the ANSI/AWWA J100  
Methodology for Risk and Resilience Management. Following afew background slides, the course will consist  
of four modules:

An Overview of the J100methodology

Developingand prioritizingThreat - Asset Pairs

CalculatingBaseline Risk,and

Managing Risk & Resilience

(Picture source: Morley, “AWWA 2018 12 14 AWIA Update”, ppt slide 12)
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1.8 Background

Notes:

Before we get into the detailed discussion of J100, let’s firstreview some background.
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1.9 Overview of the J100 Standard

Notes:

J100 was first adopted as a Standard in 2010. The purpose of the J100 standard is to enable water utilities to  
make sound decisions when allocating scarce resources toward reducing risk and improving resilience. The  
standard establishes the requirements forall-hazards risk and resilience analysis and management for the  
water sector. It provides methodology and resource materials that can be used for addressing these  
requirements. The standard provides a process for defining risk as a function of consequences, vulnerabilities,  
and likelihood of man-made threats,natural hazards,and dependency and proximity hazards. By followingthis  
standard, Water Sector utilities can consistently evaluate and support risk reduction and resilience  
improvements.
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1.10 Overview of J100

Notes:

This is the risk equation used in J100. It basicallysays that risk is a function of consequence,vulnerability,and  
threat likelihood. Consequence is expressed in terms of dollars, vulnerability is unit-less, and the units of  
threat likelihood are peryear. As a result, risk is expressedin terms of dollarsper year. We’ll be spendinga lot  
of time in this course drillingdown intothe various componentsof this equation.
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1.11 J100Provides

Notes: Consistency and Comparability depend on common elements. J100 provides a uniform risk/resilience analysis  

methodology that provides common terminology, metrics, processes, and scenarios, and consistent results. These  

attributes provide for comparability between initial and repeat assessments and are essential for informed allocation of  

limited resources.

The J100 process is not intended to be the most comprehensive and detailed risk assessment methodology - but it is  

intended to be
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•

•

•

Practical and efficient to apply,  

Cumulative over time, and

Effective in enhancing security and resilience.

The J100 process actually seeks to avoid unnecessary or impossible detail in order to quickly and efficiently guide  

management decision-makers to address the highest priorityrisks.

Because J100 is quantitative, objective, and transparent, it can be used over time to assess progress, inform  

accountability, and identify changing threat environments.

These same features allow the results of an initial J100 risk and resilience assessment to be updated easily, byfocusing

only on areaswhere there have been changes, such as:

•

•

•

The nature or likelihood of the threats,  

The vulnerability of the assets, and

The consequences of the threat scenarios
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1.12 SAFETY Act Protection

Notes:

The Support Anti-terrorism by Fostering Effective Technologies Act is referred to as the SAFETY Act. It was  
passed by Congress in 2002 to address the large liabilities that entities might face if a terrorist attack occurs  
despite deploymentof anti-terrorismsecurity measures. Congress designatedthe SAFETY Act as an incentive  
for the creation and deployment of technologies and services with anti-terrorism capabilities. Underthe  
SAFETY Act designation, both the entity that creates the anti-terrorism security measure and the entity that  
deploys the anti-terrorism measure are eligible forcertain liability protections. AWWA received SAFETY Act  
designation for J100 in2012.

This designation carries important liability protection for utilities (and consultants who assist them) that  
properly implementJ100. FollowingJ100 will not only result in a more resilient utility, but will alsoprovide  
SAFETY Act liability protection, in the event of a terrorist act. Therefore, close adherence to the standard is  
important.

(Picturessource: Morley, AWWA, “IllinoisSection Security Training”, May 2011, ppt slide 11)
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1.13 Module 1:

Notes:

Now, with that background behind us, let’s jump into Module 1, which is an overview of the J100 standard.
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1.14 LearningObjectives

Notes:

These are the learningobjectives for this module. After successfully completingthe module,participantswill  
be able to name the 7 steps of J100, understand the J100 risk assessment process, and recognize the  
advantages of using the J100 standard to facilitate compliance with the AWIA.
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1.15 Required AWIA Risk & Resilience AssessmentConsiderations

Notes:

Before we get too deep into J100, let’s review the risk and resilience assessmentconsiderationsrequired by  
the AWIA. The Act requiresthat these assessments, at a minimum, consider the following:

Risks to the systemfrom malevolentacts and natural hazards

Resilience of systemcomponents

Monitoring practices - which refers to monitoring systems for such things as operations, water quality,  
energy, andsecurity

Financial infrastructure of the utility - which refers to cybersecurity for businessand accounting systems,  
such as customer billing

The use, storage,or handlingof variouschemicals

Operation and maintenance,and

The evaluationof capital and operational needsfor riskand resilience management

The last bullet really sumsup what the utility needs to know, and fortunately, the output from a J100  
assessmentprovidespreciselythis
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1.16 System Components to be Considered per AWIA

Notes:

So, the previousslide indicatedthatutilities are required to assess the resilience of systemcomponents. This  
slide presentsthe specifictypes of components that the Act refers to:

Pipes

Constructed conveyances

Physical barriers

Source water

Raw water collection andintake

Pretreatment

Treatment

Storage and distribution facilities,and

Electronic, computer, and other automatedsystems

Please take a moment to click on the link at the upper right corner of this slide and downloadthe handout that  
summarizes the risk and resilience assessment requirements of the AWIA. This handout will help when you  
are taking the quizzes later in this module.

Photo: Travis AFB, Water Treatment Plant (publicdomain - military source)  
https://www.afcec.af.mil/News/Photos/igphoto/2001278193/
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1.17 J100 Methodology

Notes:

Now let’s dive intothe J100 methodologyand in a few minutesyou will begin to see how J100 can help  
facilitate compliance with the requirements of the AWIA. J100 has 7 steps.

First you identify critical assets

Then select appropriate threats and hazards to apply to each asset

This generateswhat we call threat-assetpairs

Then you calculate the consequence,vulnerability,and threatlikelihoodof each threat-assetpair

Then we use the risk equationdiscussedearlier,and multiply togetherC, V, and T to yield baseline risk.

 Later in this course we’ll also discuss laterhow to calculate baseline resilience usinga similarequation.

 In the last step,you considervarious mitigation measuresthat could mitigate risksand improve resilience,  
and then re-calculate

This final risk and resilience managementstep helpsyouunderstand the degree to which the selected  
mitigationmeasurescan reduce riskand improve resilience.
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1.18 AssetCharacterization

Notes:

Let’s look at each of the 7 steps in more detail. During the asset characterization step, you determine the  
assets that, if compromised, could result in prolonged or widespread service interruption ordegradation,  
injuries, fatalities, and detrimental economicimpacts. An asset is considered critical if its absence or  
unavailability would significantly degrade the ability of a utility to carry out its mission or would have  
unacceptable financial,political,or physical consequencesfor the utility, the community, or the environment.
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1.19 Threat Characterization

Notes:

During the threat characterization step, we consider applicable malevolent threats, natural hazards, and  
dependency / proximity hazards. We apply threats and hazards to each critical asset to create threat-asset  
pairs.
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1.20 ConsequenceAnalysis

Notes:

During the consequence analysisstep,we quantify the worst reasonable consequencesthat couldresult from  
each threat-assetpair.

Consequence iscomprised of the following 4 components:

1. Number of fatalities

2. Number of serious injuries

3. Financial loss to theowner

4. Economic loss to the community or region
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1.21 Vulnerability Analysis

Notes:

During the vulnerabilityanalysisstep,we analyze the abilityof each critical asset and its protective systemsto  
withstand each specified threat. Vulnerability is defined as the likelihood that when a threat occurs, that the  
threat is successful in causing the worst-case consequence to occur.
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1.22 Threat Likelihood Analysis

Notes:

During the threat likelihood analysis step,we estimate the likelihood of malevolentevents anddependency  
hazards to occur, and estimate the probability of naturalhazards.
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1.23 Risk and ResilienceAnalysis

Notes:

During the risk and resilience analysisstep,we estimate the owner’s risk and resilience relative to each threat-
asset pair. This is baseline riskand baseline level of resilience.
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1.24 Risk and ResilienceManagement

Notes:

Finally, during the risk and resilience management step, we determine whetheractions are needed to  
enhance all-hazardssecurity and/or resilience. If so,we evaluate actions to achieve an acceptable level of risk  
at an acceptable cost. This step includescalculationsof net benefit and benefit / cost ratio.
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1.25 J100 Methodology

Notes:

The graphic on the right is an alternative way of representing the 7 steps of J100. This version of the flow  chart 
groups the 7 steps into 4 basic activities. When we are actually implementing J100, steps 1&2 are  conducted 
concurrently, then steps 3,4,&5 are conducted in conjunction with each other. As we mentioned  earlier, the
analysisof Consequence,Vulnerability and Threat likelihood yields baseline risk and resilience; and  the final
stepis where we evaluate riskreduction measuresand measures that can improve resilience.

Now, please click on the link at the upper right corner of the slide to downloada handout that summarizesthe  
J100 process. You will find thisuseful when taking the quizzescontainedin thiscourse.
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1.26 Activity (Sequence Drag-and-Drop, 10 points, 3 attempts permitted)

Correct Order

Asset Characterization

Threat Characterization

Consequence Analysis

Vulnerability Analysis

Threat Likelihood Analysis

Risk/Resilience Analysis

Risk/Resilience Management
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Feedback when correct: That's right! You selected the correct response.

Feedback when incorrect: You did not select the correct response.Please review the previousslide forhelp.

Notes: Okay, this is anactivity to testyour understandingof theJ100 steps. Draganddrop the 7 steps of J100 on theright into the  

boxes on theleft tocreatetheproper sequenceof steps.

Correct order:
Asset Characterization
Threat Characterization  
Consequence Analysis  
Vulnerability Analysis
Threat Likelihood Analysis
Risk/Resilience Analysis
Risk/Resilience Management
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1.27 Knowledge Check1

(True/False, 10 points, 2 attempts permitted)

Correct Choice

X True

False

Feedback when correct:

That's right! You selected the correct response. Choosing which assets are critical to the mission and which  

threats could occur at the utility is the correct start to a risk and resilienceassessment.

Feedback when incorrect:

You did not select the correct response. Please reference slide 25.

Notes:

Let's further test your understanding of the J100 process. Indicate which of the statements about J100 is true  
or false.

Correct answers:
a)True- Choosing whichassets arecritical to the mission and whichthreats could occur at theutility is thecorrect startto a risk and  
resilienceassessment

b)False- Vulnerabilityis thelikelihoodthat when a threatoccurs, thatthreat is successfulincausing theworst-caseconsequenceto  
occur.

c) True- Thesearethecomponents of the Riskequation R= C*V*T

d)False- Risk is about thenegativeeffect that couldoccur, whereas resilienceis aboutmaintainingtheutility’s missiondespitethe  
actual risk

Copyright 2019 American Water WorksAssociation
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1.28 Knowledge Check2

(True/False, 10 points, 2 attempts permitted)

Correct Choice

True

X False

Feedback when correct:

That's right! You selected the correct response.Vulnerability is the likelihood thatwhen a threat occurs, that  

threat is successful in causing the worst-case consequence to occur.

Feedback when incorrect:

You did not select the correct response. Please reference slide 25.
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1.29 Knowledge Check3

(True/False, 10 points, 2 attempts permitted)

Correct Choice

X True

False

Feedback when correct:

That's right! These are the components of the Risk equation R= C*V*T.

Feedback when incorrect:

You did not select the correct response. Please reference slide 25.
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1.30 Knowledge Check4

(True/False, 10 points, 2 attempts permitted)

Correct Choice

True

X False

Feedback when correct:

That's right! Risk is about the negative effect that could occur, whereas resilience is aboutmaintainingthe  

utility’s mission despite the actual risk.

Feedback when incorrect:

You did not select the correct response. Please reference slide 25.
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1.31 Benefits of J100 Methodology

Notes:

Let’s discuss some of the benefits of J100. We’ve already mentioned that J100 is one of AWWA’s voluntary,  
consensus, standards; that it takes an all-hazardsapproach; and that it receives the liability protectionsof the  
SAFETY Act. In addition to these benefits, J100 provides utilities with atool to prioritize risks and quantify  
potential consequences. The results of a J100 assessment can be used to support long-term planning and  
justify necessary investments. J100 results can also be used to build a foundation for continuous  
improvement. Because threats and hazards continue to evolve, risk and resilience management is not a one-
time thing - it is not a destination, it is a journey. Finally, a J100 assessment and subsequent risk mitigation  
and resilience enhancements can protect not only the utility, but also the public, and decision makers. It  
protects the publicfrom water supply disruptions and it protects decision makers by demonstrating due  
diligence in the evaluationof risk at the utility.
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1.32 RAMCAP Plus

Notes:

J100 is a comprehensive methodology,butit uses selective decision criteriabe efficient and to concentrate  
analysisand assessmentresources on the most important risks.

The process calls for prioritizingand “bottom-cutting” at several points:

The first opportunities forbottom cutting are in the Asset Characterizationstep

First, all facilities thatare not critical to the functioningof the systemare eliminated fromthe analysis  
or deferred until some later time.

Next are the non-critical assets in critical facilities.

Finally are the critical assets in critical facilities thathave very low consequencesor low threat  
likelihood.

The next opportunity for prioritization andbottom cutting occurs during a preliminary screeningprocess  
after Step 2

During this preliminary screening, threat-assetpairs that have very low consequencesor threat likelihood  
can be eliminated fromthe analysisor deferred

 In Step 6, threat-asset pairs can be eliminated if they are judged to have a level of risk and resilience thatis  
acceptable to the utility.

 In Step 7, threat-asset pair mitigation optionsare eliminated if they have very low net benefits

This selective prioritization process improvesthe efficiency of the risk and resilience assessmentprocessand  
helpsthe utility focustheir limited resourcesonhigh-impact mitigationstrategies.

Later in this course, we will spendmore time discussingthe details of these prioritizationopportunities.

Copyright 2019 American Water WorksAssociation
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1.33 Core Team forRRA

Notes:

Conducting a J100 RRA should not be the responsibility of a single person. It should be a collaboration among  
a numberof key stakeholders within the utility. The core team shouldinclude:

A Team Leader and Champion from theutility

A Risk Analystthat can be an appropriatelytrainedutility employee oran outside consultant

Plus utility representativesfrom

Security

Safety

Treatment and DistributionOperationsandMaintenance

Engineeringand

 Information Technology

In order to achieve the most accurate and beneficial outcome from the RRA, these stakeholders should be  
highly engagedat numerouspoints within the assessmentprocess. It is a benefit to the utility forthese key  
stakeholders to invest time in the RRA because the process of conducting the RRA helps elevate their  
awarenessof the most important issuesfacing the utility.
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1.34 Additional RRA Stakeholders

Notes:

In addition to the core assessmentteam,there are other utility representativesthathave special knowledge  
that will be needed periodically,duringthe assessment. These include representatives from:

 Legal

Human Resources

Customer Service

Finance

 Laboratory services

Regulatory Compliance,and

First Responders
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1.35 StakeholderEngagement

Notes:

Stakeholderengagement is a key part of the J100 process. It is common to have two or more stakeholder  
workshopsto engage stakeholders in the assessmentprocess and to discussand achieve consensuson such  
things as:

Critical assets

Relevant threats and hazards

Risk / resilience managementrecommendations

Workshops can also help the stakeholders understand what they should expect from a J100 assessment and  
take ownership of the results. No utility will have enough resources to address every risk that is identified. It  
will be necessary to strike a balance between the mitigation resources the utility can afford to apply toward  
risk reduction vs the willingness of the utility to accept some degree of risk. Workshops are very important for  
reaching consensus on risk management priorities and helping the stakeholders take ownership of these  
difficult decisions.
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1.36 Using J100 to Comply with AWIA

Notes:

Let’s discuss how J100 can be used to “facilitate compliance with” AWIA requirements. This slide provides a
reminderof what the Act requires with respect to RRAs and in the next few slides we will map out how J100
can be used to facilitate compliance with the Act.
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1.37 Using J100 to Comply with AWIA

Notes:

Now let’s considerhow J100 can be used to achieve the requirements of the Act. On the left are several  
requirements of the Act and on the right are the ways in which J100 can help achieve these requirements.  
Obviously, the risk and resilience calculations in J100 help evaluate the risk and resilience requirementsof the  
Act. The concept of financial infrastructure in AWIA essentially refers to security and resilience of business  
networks - and cyber attacks against these networks are one of the threats evaluated in J100, along with  
resilience of data and servers.
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1.38 Using J100 to Comply with AWIA

Notes:

Monitoring practices; use, storage, and handling of chemicals; and operation and maintenance are all  
evaluatedduringConsequence and Vulnerability Analyses. Both of these, when performed well, can reduce  
consequencesand vulnerabilityassociated with variousthreat-assetpairs.
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1.39 Using J100 to Comply with AWIA

Notes:

One of the most important requirements of the Act is to evaluate capital and operational needs for risk and  
resilience management. Two of the outputs from the J100 risk and resilience management step are net  
benefit andbenefit cost ratio. Developingthese metrics involves calculatingthe cost of mitigationmeasures  
and assessingthe return on investmentof implementingvariousmeasures. This informationwouldthen help  
the utility evaluate capital and operational needs.
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1.40 Match the J100 steps listed on the right to the appropriate boxes on the left, which are the AWIA  

requirements that the J100 steps support. (Matching Drag-and-Drop, 10 points, 3 attemptspermitted)

Correct Choice

Risks frommalevolent acts Risk andResilience Analysis

Evaluation of capital needs Risk andResilience Management

Use,storage, andhandling of chemicals ConsequenceandVulnerability Analyses
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Feedback when correct:

That's right! You selected the correct response.

Feedback when incorrect:

You did not select the correct response. Please referback to slides 31-33.

Notes:

Now let’s test your understanding of the ways that J100 can help facilitate compliance with AWIA. This is an
exercise to match the output from a J100 assessment to the compliance requirements in the AWIA. Drag and
drop the J100 features listed on the right intothe appropriate boxeson the left.

AWWA: If they get the answer wrong, referback to slides31-33  

Correct answers:

Risk and Resilience Mgmt -> Evaluation of capital needs  

Risk and Resilience Analysis -> Risks from malevolentacts

Consequence and VulnerabilityAnalyses ->Use, storage, and handlingof chemicals
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1.41 Knowledge Check5

(Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

J100 evaluates both risk and resilience

J100 has SAFETY Act designation

The resultsof a J100 assessmentcan be used to develop a foundation for  

continuous improvement

X J100 cannot be used to prioritize risks
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Feedback when correct:

That's right! You selected the correct response. J100 can be used to prioritizerisks

Feedback when incorrect:

You did not select the correct response. J100 does evaluate both risk and resilience, it has SAFETY Act

designation and the results of a J100 assessment can be used to develop a foundation for continuous

improvement.
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1.42 Knowledge Check6

(Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

Vulnerability and Threat Likelihood Analysis

X Asset and ThreatCharacterization

Consequence AnalysisandBaseline Risk

Risk and Resilience Management
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Feedback when correct:

That's right! You selected the correct response. Asset and Threat Characterization are the first two steps

Feedback when incorrect:

You did not select the correct response. For your reference,Vulnerability and Threat Likelihood Analysisare  

the 4th and 5th steps, Consequence Analysis and Baseline Risk are the 3rd and 6th steps and Risk and  

Resilience Management isthe 7th step.
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1.43 Knowledge Check7

(Multiple Choice, 10 points, 3 attempts permitted)

Correct Choice

X R = C*V*T

V = R*C*T

C = V*R*T

T = C*T*R
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Feedback when correct:

That's right! You selected the correct response.Riskfor each Threat-Assetpair iscalculated by multiplying the  

Consequence timesthe Vulnerabilitytimes the Threat Likelihood.

Feedback when incorrect:

You did not select the correct response. This reorganizesthe terms in an incorrect manner
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1.44 Closing

Notes:

This concludes Module 1. In this module we learned:  

The 7 steps of J100

The J100 process,and

The advantages of using J100 to facilitate compliance with AWIA
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