Course 3 - Risk and Resilience Management - Module 1

The materials developed and produced by AWWA may not be reproducedor
transmitted in anyform or by any means, electronic or mechanical, other than for
the purpose of delivering this training to AWWA customers, unless copyright

permission has been granted by AWWA Education Services.
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1.2 isclaimer

Disclaimer
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L1 Uity Risk and Resiience Certifcate Program:

Utility Risk and Resilience

Certificate Program:
Course 3-Risk and Resience Management
of Water and Wastewater Systems
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1.5 Course 3 purpose

Course Purpose

wastowaterutity Riskand Resilence Assessments.Course 3will

«Share strategies forpriortzing isk mitgation measures,

Plan

Photo Sourceis Linda Warren
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1.6 Uty Risk & Resilnce

Utility Risk & Resilience

portionof theprocess.
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of faurmodules:
«An Overview of the 1100methodology
«Developingand prioiizng Threat- Assetairs
“CalculatingBaseline sk, and

«Managing Risk & Resience.

(Ficture source: Morly, AWWA 2018 12 14 AWIA Update’, pptlce 12)
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1.8 Background.

Background
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1.90verviewof the 1100 standard

Overview of the J100 Standard

+ Developed jointly by AWWA
and ASME Innovative
Technologies Insitute:

+ Adopted as a ANS! Standard
in2010

+ Takes an all-hazards
approach

-.\

Notes

requirements.

By followingthis

improvements
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110 Overvewof 100

Overview of J100
+ 1100 ik equation
RECEVE

ek v
= Comeauece )

T Thet heiood (per v

threatikelioo. . andhe units of
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111 1100Provides

3100 Provide

onsistency and Compar

[—

intended tobe
© bl andeficent 035pl,

.+ umulatveovertime,and

+ Ereciveinenandngsecuriyyandresiience.

mansgement deciion makers o address the hihestpriority ks

accountabiy and identy hanging threatenvironmens.

onlyonsressuhere thee have besn changes, sueh s

+ Thenaureorlielihoodofthe hreas,
© Thewnersbityortheasses, and
© Thecomsequencesofthethreatscenrios
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112 SAFETY ActProtection

SAFETY Act Protection
+ SupportAnttrrorsm by
Fosterng Efective
Technoloies (SAFETY) Actof
2002
+ H00SAFETY Actdesgnaton
2012
Uty rceives some lasilty
rotecions b propery
implementing 100 A

twas

thatentiies

designation for 100in 2012

important,

(Ficturessource: Morley, AWWA, “linois Section Security Training’, May 201, ppt side 11
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113 Module 1:

Module 1

iew of J100
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L15 Required AWIA Risk & Resllence Assessment Considerations

Required AWIA Risk & Resilience Assessment

Considerations

the AW, t

«Risks 0 the systemfrom malevolentacts and natural hazards

“Resilence ofsystemcomponents

energy andsecurity

such ascustomerbiling
+Theuse,storage, or handiingofvarious chenmials

«Operationand maintenance,and

assessmentprovides preciselythis
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118 LearningObjectives

Learning Objectives

Name the 7 steps of 1100

 Understand the 1100 process.

 Recognize the advantages of using 1100 to
faciltate compliance with AWIA

-.\

Notes:

7steps of 100,

Copyight 2019 American Water Works Asociaton

Publshedy Arcuate*Soryine winw arculate com

14

116 System Components tobe Considered per AWIA

System Components to be I
Considered per AWIA

<pipes
«Constructed converances.
“Physcalbarriers

«Sourcewater

*Rawwater collcton sndintake
“pretreatment

“Treatment

«Storage and distributionfaciitiesand

«Electronic, computerand other automatedsystems

i

aretaking the quizzes aterin ths module.

Photo:Travis AFB, Water Treatment Plant [publicdomain - miltary source)
hitps: stmil/News/Photos igohoto/ 2001278153
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L17 1100Methodology

J100 Methodology

P

ii
>

16

faciltate compliance withthe requirements of the AWIA. 1100has 7 steps.

«Firstyoudentiycrical assets

This generateswhatwe call threat assetpairs

v, andT
etater

“inthels

andthen re-clculate

mitigationmeasurescanreduce iskand improve rellence.
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118 AssetCharactrization

Asset Characterization
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119 Theat Characterzaton
Threat Characterization
=
e,
Bt ]
=
| e |
e
== - LY
Notes:
dependent
pars.
Conpight 2019 American WterWorks Aszodstin
PublshedbyAreiater sorine wnarialste com
121 Vulnerabity Analyss
Vulnerability Analysis
=
===
ST e e sy
| e |
Notes:
i

threatis successfulin causingthe worst-case consequence tooccur
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1.20 Consequence Analyss

Consequence Analysis

each threat sssetpair.

Consequenceiscomprisedofthe followingd components:
1. Number offatalties

2 Numberof seriousinjuries

3 Financialoss o theowner

4 Economicloss o the communityor region
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122 Threat Ukefihood Anatysis

Threat Likelihood Analysis

Razardsto occur,and etimatethe probabiity o naturalhazards
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123 Risk and Rsillence Analyss

Risk and Resilience Analysis

m-.\

22

assetpair. Thisis baseline iskand baselinelevelof resilence.
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124 Risk and Resilence Management

Risk and Resilience Management

Finaly,
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125 1100Methodology

1100 Methodology I
=
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Comectorder

[ —

Consquencennaysis

Vulnrsbity Anayss

Eo——

[y —

ik Resince Manogement

Sones o ekl o cresttheroper sequenceol st

Rk Reincs anagement

Copyright 2019 American Water Works Asociaton

Publshedy Arcuate*Soryine winw arculate com

25

127 Knowledge Check1
(ol 10p0ins, 2 ttempispermited)
Knowledge Check

@

Comet  Choice

x True

False

Feedbackwhen correct:

Feedbackwhen incorrect:
Youdid ot selecthe correct response. leasereference side 2.

Notes:

orfae.

ofase.

T Theseretacomsonens of hefiseauston RV
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129 Knowledge Check3

(Tue/Fale, 10points, 2 attempts permitted)

Knowledge Check
o e

Consequence, vuinerabilty, and threat
likelihood must be calculated for many threat
asset pair scenarios

Comedt  Choice

x True
False
Feedbackwhen correct:

Thatsight! These are the componentsof the Risk equation R=C*V°T.
Feedbackwhen incorrect:

Youdid ot selecthe correct response.Please reference slide 5.
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128 Knowledge Check2

(Trve/Fals, 10 points, 2 ttemps permited)

Knowledge Check
e
Vulnerabilty is a measure of cost

Comect Choice

True
X False
Feedbackwhen correct:

Thatsightl
threatis successfulin causingthe worst case consequence o occur

Feedbackwhen incorrect:

Youdid ot selecthe correct response. lease reference slide 2.
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130 Knowledge Checkd

(1rue/Folse, 10 points, 2 ttemprs permitted)

Knowledge Check
o e
Risk and resilience are the same thing.

Comedt Choice

True

X False|

Feedbackwhen correct:

Thats ight!

wiity's missiondespite theactual sk
Feedbackwhen incorrect:

Youdid notselecthe correct response. lease reference side 25,
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L1 Beneftsof 100 Methodology
Benefits of 1100 Methodology

« prioivze isks ==

- Cunety ptertstcomeuercer
=

e

e

=

]

safEn

time thing it Finll

diigence inthe evaluationofriskat the utlty.
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132 RAMCAPPlus

The J100 Process is Selective

‘nalysisand assessmentresourceson the mostimportant isks,

cuting”

s,
or deferreduntizome ater time.

«Nextarethe non-criteal assets nriical facliies.

Tielihood.

afterstep2

can be siminated fromthe analyisor deferred

instep.
acceptableto the utfty.

Later
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133 Core TeomforfitA

Core Team for RRA

 Tesmtesse
- seanty

- sty

B e ————
-

ot gy

<A Team Leader and Champion fromtheutity

«Plus iy representativesfrom
“security
“safery
«Treatmentand DistrbutionOperationsandMaintenance
«Engineeringand

«informationTechnology

awarenessaf the mostimportant isuesfacing the utity.
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134 Additonal RRA Stakeholders

Additional RRA Stakeholders

* legal
+ Human Resources

+ Customer Service:
 Finance

+ Laboratory / Compliance:
 Fist Responders

- A

Notes:

otegal
«Human Resources
«Customersenvice

«Finance
«Laboratorysenices
*Regulatory Compliance,and
«First Responders
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135 stakeholder Engogement

Stakeholder Engagement

+ Dicus and scheve consensus o

A

thingsas:

“criealassets
«Relevant threatsandharards

ik resience managementrecommendations

No ity will

difcutdecisions
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136 Using 1100t Comply with AWIA

Using 1100 to Comply with AWIA

- A

Notes:

s 1100 be used to AWIA requirements.

can be usedto acilate compliance with the Act
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137 Using 1100t Comply with AWIA

Using 1100 to Comply with AWIA

wia 100

+ Risks from Risk and Resilience
malevolent acts and  Analyss step using
natural hazards reference threats:

+ Resilince of system . pisy clculations
components

Financial

nfrastructure - A

Notes

prs

resiience of data and srvers
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139 Using 10010 Comply with AWIA
Using 1100 to Comply with AWIA

iy 100
 Evalation of capial_Riskand Reslence
andoperational  Management step
needs + Netbeneft
+ Beneftcostratio

the utiity evaluate capitaland operationalneeds.
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141 Knowledge Checks

(Mulcple Choice, 10points, 3 attempts permittd)

Knowledge Check

Indicate which of the following isflse about
1100,

1100 evluntes both i nd estence
1100 has SAFETY Actdesigation

The reslsof 100 asessment canbe used o
develo a fundotion for contuos Improvement

1100 cannot e sed 1o prioie risks

Comect  Choice

1100 evalustes bothriskand resilence

1100has SAFETY Actdesignation

continuousimprovement

X 1100 cannotbe used to priritzerisks

Feedbackwhen correct:

Feedbackwhen incorrect:

improvement
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138 Using 1100t Comply with AWIA

Using 1100 to Comply with AWIA

awi 1100
+ Monitoring practices + Evaluated during.
+ Use,storage,and  Consequence and

rage, ant
handing of chemicals  Vulnerabilty
Analyses

maintenance

Bothol thee, "
Copyght 2019 Amercan Water Works ssciation
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Problem Solving Scenario
Mt the 10 stp d o e e
e
=]
correet e
L — sk andissence Anaysts
Evatston ofcptalnesss sk andessence Mansgement.
oaes
Feedbackwhen correct:
That' ight!You slected the correctresponse
Feedbackwhen incorrect
13,
Notes:
Now lets 15 that 100 can help This s an
Dragand

AWWASIFhey get the answer wrong,referback o slides 31.33
Correctanswers:

Riskand Resilence Mgt > Ealuation of capital needs
Riskand Resilence Analysis > Risks rom malevolentacts
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142 Knowledge Checks

(Mtiple Choice 10points, 3 attempts permitted)

Knowledge Check
What are the first two steps of 11007
Volneabity and Thvest Uikeiood Al
 Assetand Theat Characertzston
Consequence Analysls and Bselne Risk

sk and Resience Management

Comect  Choice

Vulnerabityand Threatikeliood Analysis

x Assetand ThrestCharacterization

Consequence AnalysisandBaseline isk

Riskand Resilence Management

Feedbackwhen correct:

Feedbackwhen incorect:

Resiience Managementisthe 7thstep.
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143 Knowledge Check?

148 dlosing
(Mulcle Choice, 10points, 3 attempts permitted)

Knowledge Check

Which of the folowing s the correct 1100 isk
2

This concludes Module 1. I this module we
learned:

« The 7 steps of 1100
« The 1100 process, and
equation + The advantages of using 1100 to faciitate
v compliance with AWIA
vereeT
cavat Qe (3] e gper g comrtopo s
TecT

Notes:

This condudes Module L. Inthis modulewe lesrned:

The7 stepsof1100

The 1100process,and

The advantagesof using 100to facitate complance with AWIA

T-crR

Feedbackwhen correct:

Thatsightl ki

hThreat

‘Consequence times the Vulnerabity times the Theat Likelinood.

Feedbackwhen incorrect:
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